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THONG BAO XU LY DU LIEU CA NHAN UNG VIEN
CANDIDATE PRIVACY NOTICE

Cong ty TNHH TPIsoftware 1ap thong bao nay nham giai thich cach ching t6i thu thap, st dung, lvu
trit va bao vé di liéu cd nhan cta Ung vién trong toan bd quy trinh tuyén dung. Thong béo nay néu rd
pham vi ap dung, cac loai dit liéu dwgc thu thap, co s& phap ly, muc dich x ly, nguyén tac bao vé,
quyén ctia Ung vién va cac bién phap bao mat; dong thdi hwdng dan cach thire lién hé khi Ung vién c6
thac mac hodc yéu cau lién quan dén dit liéu ca nhan.

TPIsoftware Company Limited issues this notice to explain how we collect, use, store, and protect
Candidates’ personal data throughout the recruitment process. The notice sets out the scope of
application, categories of data collected, legal bases, processing purposes, protection principles,
Candidates’ rights and security measures, and provides guidance on how Candidates can contact the
Company with any questions or requests regarding their personal data.

1. PHAM VI AP DUNG VA TUYEN BO/ SCOPE OF APPLICATION AND STATEMENT

1.1. Doi twgng ap dung/ Scope of Application

Thong bao nay ap dung cho tdt ca Ung vién tham gia quy trinh tuyén dung tai Cong ty TNHH
TPIsoftware ("Cong ty" hodc "TPIsoftware Viét Nam"), bao gom nhitng Ung vién nop ho so truc tiép
hodc qua nén tang tuyén dung, Ung vién dugc gidi thiu béi nhan vién hodc déi tac, Ung vién tham
gia sy kién tuyén dung cia Cong ty, ciing nhw cdc Ung vién tham gia tuyén dung theo nhitng hinh
thire khac.

This Notice applies to all Candidates participating in the recruitment process at TPlsoftware
Company Limited ("Company" or "TPIsoftware Vietnam"), including those submitting applications
directly or through recruitment platforms, those referred by employees or partners, those
participating in Company recruitment events, as well as Candidates applying through other forms of
recruitment.

1.2. Cam két cia Cong ty/ Company's Commitment

TPIsoftware Viét Nam ton trong quyén riéng tu va cam két bao vé dit liéu cd nhan ctia Ung vién theo
Luat Bdo vé dit lieu ca nhan, Luat D& Liéu, Luat An ninh mang, Nghi dinh 356/2025/ND-CP quy dinh
chi tiét mot s6 diéu va bién phap thi hanh Luat Bao vé dit liéu ca nhan, B luat Lao dong va cac van
ban quy pham phap luat khac c6 lién quan.

TPIsoftware Vietnam respects your privacy and is committed to protecting Candidates' personal data
in compliance with the Law on Personal Data Protection, the Data Law, the Cybersecurity Law,
Decree 356/2025/ND-CP detailing a number of articles and measures for implementing the Law on
Personal Data Protection, the Labor Code, and other relevant legal documents.

1.3. Dinh nghia/ Definitions
"Ung vién" 1 c4 nhan tham gia quy trinh tuyén dung tai TPIsoftware Viét Nam.

"Candidate" means an individual participating in TPIsoftware Vietnam's recruitment process.
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"Dit liéu ca nhan" 1a théng tin vé Ung vién dugc ghi lai dudi dang dién tit hodc gidy.
"Personal Data" means information about Candidates recorded in electronic or paper format.
"Cac Nén tang" 1a website tuyén dung, wng dung di dong va hé thong quan ly tuyén dung cia Cong ty.

"Platforms" means the Company's recruitment website, mobile applications and applicant tracking
systems.

2. LOAIDU LIEU VA MUC PiCH CHUNG TOI THU THAP, XU LY VA SU DUNG

2.1. Types of Data We Collect, Process and Use and Purposes/ Chiing t6i thu thap dit liéu ti
mot hoac nhiéu nguon sau:

- Tryc tiép tir Ung vién: CV, don xin viéc, phong van, email, dién thoai;
Directly from Candidates: CV, application forms, interviews, emails, phone calls;

- Bén thit ba: Nén tang tuyén dung, nguwdi tham chiéu, nha tuyén dung, co sé gido duc;
Third parties: Recruitment platforms, referees, recruiters, educational institutions;

- Nguo6n cong khai: H6 so tric tuyén, mang xa hoi nghé nghiép.
Public sources: Online profiles, professional social media.

2.2. Loai dit liéu thu thap/ Categories of Personal Data Collected

Thong tin co ban: Ho tén, ngay sinh, gidi tinh, quoc tich, CCCD/hd chiéu, anh;
Basic information: Full name, date of birth, gender, nationality, ID/passport, photo;

Thong tin lién lac: Dia chi, s6 dién thoai, email;
Contact information: Address, phone number, email;

Thong tin nghé nghiép: CV, bang cap, kinh nghiém lam viéc, ky nang, thanh tich;
Professional information: CV, qualifications, work experience, skills, achievements;

Thong tin tai chinh: Mttc lwong hién tai, ky vong lwong;
Financial information: Current salary, salary expectations;

Dit liéu phong van: Ghi am/video phéng van tryc tuyén, danh gia, két qua test;
Interview data: Online interview recordings/videos, evaluations, test results;

Dt liéu ky thuat: Dia chi IP, loai trinh duyét, thoi gian truy cap (khi sit dung Nén tang);
Technical data: IP address, browser type, access time (when using Platforms);

Dt liéu nhay cam (chi khi can thiét va c6 dong y riéng): Tinh trang sttc khoe, khuyét tat
(dé ho trg phong van);

Sensitive data (only when necessary and with separate consent): Health status, disabilities
(to support interviews);

LUU Y: Chiing t6i KHONG thu thap dit liéu vé quan diém chinh tri, ton gido, khuynh hwéng tinh duc,
dir liéu di truyen. Ung vién vui 1ong khong tiét 16 cac thong tin nay.

NOTE: We DO NOT collect data about political views, religion, sexual orientation, genetic data.
Candidates are requested not to disclose this information.
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2.3. Muc dich xit ly/ Purposes of Processing
Chting tdi xt 1y di liéu ctia Ung vién dé:

We process Candidates' data to:

Quan ly tuyén dung: Xem xét ho so, sang loc, danh gia nang luc, kiém tra ly lich;
Recruitment management: Review applications, screening, competency assessment,
background checks;

T6 chitc phéng van: Lién hé, dat lich, tién hanh phéng van, thong bao két qua;

Interview organization: Contact, schedule, conduct interviews, notify results;

Chuan bi tuyén dung: Thv tuyén dung, onboarding (néu duwgc nhan);

Recruitment preparation: Offer letter, onboarding (if accepted);

Cai thién quy trinh: Phan tich, thong ké, danh gia hiéu qua tuyén dung;
Process improvement: Analysis, statistics, recruitment effectiveness evaluation;

Co hoi twong lai: Liru trit hd so cho céc vi tri phit hop khac (néu Ung vién dong y);

Future opportunities: Retain records for other suitable positions (if Candidates consent);

Tuan tha phap luat: Phéi hgp véi co quan nha nuwéce, bao vé quyén lgi Cong ty;
Legal compliance: Cooperate with authorities, protect Company's rights;
2.4. Thoi han lvu trii/ Retention Period;
- Ung vién dugc tuyén dung: Dit liéu chuyén sang ho so nhan vién;
Hired Candidates: Data transferred to employee records;

Ung vién khong duoc tuyén dung: Liru triv 12 thang ké tir ngay két thic tuyén dung;

Unsuccessful Candidates: Retain for 12 months from end of recruitment process;

Luu trit kéo dai (néu Ung vién dong y): Thém 12 thang cho co hdi twong lai;

Extended retention (if Candidates consent): Additional 12 months for future opportunities;

Sau thoi han: Dt liéu dugc x6a hodc an danh héa an toan;

After retention period: Data securely deleted or anonymized;

3. NGUYEN TAC VA BAO VE DU LIEU CA NHAN/ PRINCIPLES AND SECURITY
MEASURES

Chung t6i tuan tha cac nguyén tac bao vé dit liéu ca nhan bao gom: hgp phap, cong bang va minh bach
- xtt ly dit liéu theo diing quy dinh phép luét va thong bao 1 rang cho Ung vién; gidm thiéu dif liéu -
chi thu thap nhitng thong tin thwe sy can thiét cho muc dich tuyén dung; chinh xac - duy tri va cap
nhat dit liéu dé dam bdo tinh diung dan; gidi han muc dich - chi st dung dit liéu cho cac muc dich da
dugc thong bao; va bdo mat - ap dung cac bién phap ky thuat va t6 chitc phu hgp dé bao vé dir liéu
khéi truy cap, tiét 19, thay d6i hodc mat mat trai phép.

We comply with the following data protection principles: lawfulness, fairness and transparency -
processing personal data in accordance with applicable law and providing clear notice to Candidates;
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minimization - collecting only the data necessary for recruitment purposes; accuracy - maintaining
and updating data to ensure its correctness; purpose limitation - using data solely for the purposes
communicated to Candidates; and security - implementing appropriate technical and organizational
measures to protect data from unauthorized access, disclosure, alteration or loss.

Néu xay ra vi pham bao mat anh hwéng dén Ung vién, ching toi sé thong bao kip thoi cho nhitng Ung
vién bi anh hwdng theo quy dinh cta phap luat, dong thoi bao céo va phdi hgp véi co quan nha nuwéc
c6 tham quyén. Chung t6i sé ngay lap tic trién khai cac bién phap khac phuc dé ngan chan, han ché
thiét hai va phuc hoi an toan hé thong, tién hanh diéu tra nguyén nhan va bao toan bang ching lién
quan. Céng ty ciing s& hd trg Ung vién trong viéc bao vé quyen 10i, cung cdp thong tin vé rdi ro tiem
an va hudng dan cac budc can thiét dé giam thiéu tac dong.

In the event of a security breach affecting Candidates, we will promptly notify affected Candidates in
accordance with applicable law and report the incident to the competent authorities. We will
immediately implement remedial actions to contain the breach, mitigate harm, restore system security,
investigate the root cause, and preserve relevant evidence. The Company will also support Candidates
in protecting their rights by providing information on potential risks and practical guidance on steps
they can take to minimize impact.

4. CHIA SE DU LIEU CA NHAN VOI BEN THU BA/ SHARING PERSONAL
INFORMATION WITH THIRD PARTIES

4.1. Nguyén tac chia sé/ Sharing Principles

Chung t6i cam két khong ban hoac cho thué dit liéu ca nhan cta cac U’ng vién. Viéc chia sé dit liéu chi
dugc thyc hién trong cac treong hgp can thiét cho muc dich tuyén dung, khi c6 nghia vu phap ly yéu
cau, hodc khi nhan dwgc sy dong y rd rang tir phia Ung vién. Nhitng nguyén tic ndy nhdm dam bao
tinh bao mat va ton trong quyén riéng tw ctia Ung vién trong sudt qua trinh xt I thong tin.

We are committed to not selling or renting Candidates' personal data. Sharing of data occurs only
when it is necessary for recruitment purposes, when a legal obligation exists, or when Candidates
provide their explicit consent. These principles are designed to ensure confidentiality and respect for
Candidates' privacy throughout the information handling process.

4.2. Doi twgng nhan dir liéu/ Data Recipients

Chiing tdi c6 thé chia sé dif liéu cd nhan ctia Ung vién v&i mot s6 doi twgng lién quan dé hé trg quy
trinh tuyén dung va quan ly nguon nhan lyc. Cac doi twgng nay bao gom dich vu tuyén dung nhw
headhunter va cac nén tang tuyén dung; cac bén xac minh thong tin nhw ngwoi tham khao, nha tuyén
dung trude do, co sd gido duc, va dich vu kiém tra ly lich; cac nha cung cap cong nghé nhw dich vu
dam may, IT, va nén tang phong van tryc tuyén nhw Zoom hay Teams; cac cong ty trong tap doan bao
gom cong ty me va cac thanh vién ctia TPIsoftware Corporation dé quan ly nguon nhan lyc; co quan
nha nwdc khi c6 yéu cau hgp phép; cling nhw cac c6 van chuyén mon nhw ludt sw, kiém toan vién, va
0 van tai chinh.

We may share Candidates' personal data with relevant parties to support the recruitment and human
resource management processes. These recipients include recruitment services such as headhunters
and recruitment platforms; verification entities like referees, previous employers, educational
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institutions, and background check services; technology providers such as cloud services, IT providers,
and online interview platforms like Zoom or Teams; corporate dffiliates including the parent company
and members of TPIsoftware Corporation for HR management; state authorities when legally
required; as well as advisors such as lawyers, auditors, and financial consultants.

4.3. Chuyén dit liéu ra nwdc ngoai

Dit liéu ca nhan ctia Ung vién c6 thé dugc chuyén giao dén Pai Loan, noi dit tru s& chinh cia
TPIsoftware Corporation, ciing nhuw cac quoc gia khac ma tap doan dang hoat dong. Chiing t6i sé tuan
tha nghiém ngdt cac quy dinh phap luét caa Viét Nam vé chuyén dit liéu ra nwdc ngoai, dong thai thiét
1ap céc théa thuan bao vé dit liéu phu hgp dé dam bao an toan thong tin. Cac bén nhén dir liéu phai
cam két 4p dung mitc d6 bao mat twong duwong, nhdm bao vé quyen lgi ctia Ung vién mot cach toan
dién.

Candidates' personal data may be transferred to Taiwan, the headquarters of TPIsoftware
Corporation, as well as other countries where the corporation operates. We ensure strict compliance
with Vietnamese laws on overseas data transfers, while establishing appropriate data protection
agreements to safeguard information security. Recipients are required to commit to equivalent levels
of confidentiality, thereby fully protecting Candidates' interests.

4.4. Yeéu cau véi bén nhan/ Requirements for Recipients

Tat ca cac bén nhan dit liéu tir ching to6i déu phai tuan tht cac yéu cau nghiém ngat dé bao vé thong
tin ca nhan. Cu thé, ho can duy tri tinh bdo mat cta dir liéu, chi x& ly thong tin ding véi muc dich da
thoa thuan trude do, ap dung cac bién phap bao mat phu hgp dé ngan chan rii ro, va tuan tha day da
cac quy dinh phap luat lién quan dén bao vé dit liéu ca nhan. Nhitng yéu cau nay gitip dam bao rang
di¥ liéu duge quan ly mot cach an toan va c6 trach nhiém.

All recipients of data from us must adhere to stringent requirements to protect personal information.
Specifically, they are required to maintain data confidentiality, process information solely for the
agreed purposes, implement appropriate security measures to mitigate risks, and fully comply with
applicable data protection laws. These requirements ensure that data is managed securely and
responsibly.

5. QUYEN PHAP LY CUA UNG VIEN/ LEGAL RIGHTS OF CANDIDATES

Theo quy dinh ctia phap luat, cic Ung vién c6 quyén dugc thong bao va tiép can dé biét rd nhitng dit
liéu cé nhan nao dang dugc x ly, nhan ban sao dit liéu cling nhw hiéu vé muc dich va cach thic st
dung chiing. Trong trwong hop thong tin khong chinh xac hodc chwa diy da, Ung vién hoan toan cé
quyeén yéu cau chinh stta, b6 sung hodc yéu cau xéa bé dir liéu néu thay thong tin dé6 khong con can
thiét cho muc dich tuyén dung, khi muon rit lai sy dong y ban dau hodc néu dit liéu dwgc xw ly khong
ding quy dinh phap luat.

In accordance with legal regulations, Candidates have the right to be informed about and access their
personal data being processed, which includes receiving a copy of such data and understanding the

specific purposes and methods of its use. Should any information be inaccurate or incomplete,
Candidates are entitled to request necessary corrections or supplements. Furthermore, they may

Trang/ Page 5/7



' = TPl soFTwaRrE
Phién ban / Version: Y2026 AT

request the erasure of their data if it is no longer required for recruitment purposes, if they choose to
withdraw their initial consent, or if the data has been processed in violation of the law.

Du di dwa ra sy dong y trude d6, Ung vién van ludn c6 quyen lya chon khong tham gia hodc rit lai sw
dong y do6i vai viéc xi ly dit liéu ca nhan vao bat ky thoi diém nao. Tuy nhién, viéc rit lai nay sé
khong lam anh huwdng dén tinh hgp phap cia cac hoat dong x ly dit liéu da dién ra trwedc thoi diém do.
Riéng doi vdi quyén xo6a dit liéu, cong ty co thé tir chdi yéu cau néu viéc tiép tuc lvu gitt thong tin la
can thiét dé tuan thu cac nghia vu phép ly hoac dé bao vé cac quyén va lgi ich hgp phap ctia minh
trong khuon kho phap luat.

Regardless of any prior consent, Candidates always retain the right to opt-out or withdraw their
consent for the processing of their personal data at any time. It should be noted, however, that such
withdrawal does not dffect the lawfulness of any data processing activities conducted before the
consent was revoked. Regarding the right to erasure, the Company may decline a request if the
retention of the data is necessary to comply with legal obligations or to establish, exercise, or defend
its legitimate rights within the legal framework.

Can lvu y réng trong quy trinh tuyén dung, néu Ung vién thuyc hién quyén rit lai sy dong ¥, phan dai
hodc yéu cau han ché xt ly cac dit liéu ca nhan thiét yéu, diéu nay c6 thé dan dén viéc ho so (tng tuyén
khong thé tiép tuc dwgc xem xét. Nguyén nhan la béi khi do, cong ty sé khong con co s& phap ly hoac
thidu di nhitng thong tin quan trong dé danh gia ning lyc ctia Ung vién mot cach cong bang, khach
quan va phu hgp véi tiéu chuan tuyén dung chung.

Please be advised that within the context of the recruitment process, exercising the right to withdraw
consent, object to processing, or restrict the processing of personal data essential to hiring activities
may result in the Candidate's application no longer being considered. This is because the Company
would then lack the legal basis or the necessary information to evaluate the Candidate's qualifications
in a fair, objective, and appropriate manner.

6. LIEN LAC VOI CHUNG TOI/ CONTACT US

Moi thac mac vé Thong bao nay hodc yéu cau thyc hién quyén, vui long lién hé:
For inquiries about this Privacy Notice or requests to exercise rights, please contact:
Cong ty TNHH TPIsoftware/ TPIsoftware Company Limited

Dia chi: Lau 7, Phong 706-707-708, Toa nha Van phong Hoang Anh Safomec, s6 7/1 Thanh Thai,
Phuwong Dién Hong, TP. H6 Chi Minh

Address: 7th Floor, Room 706-707-708, Hoang Anh Safomec Building, No. 7/1 Thanh Thai, Dién
Hong Ward, Ho Chi Minh City

Email: hr@tpisoftware.com; tpiprivacy@tpisoftware.com; matthew.dinh@tpisoftware.com.

(Vui long gui email dén tat ca dia chi trén)

(Please send email to all addresses above)
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7. SUA DOI CHINH SACH QUYEN RIENG TU

Thong bao nay c6 thé dugc stta doi dwa trén cac thay doi cua phap luat, sy phat trién cia cong nghé,
hodc diéu chinh hoat dong kinh doanh nham dam bao tinh tuan tha va phu hgp véi cac yéu cau bao vé
dir liéu ca nhan. Khi cé bat ky stta d6i ndo, chiing toi cam két théng béo kip thoi cho cac Ung vién
thong qua email, dang tai phién ban mdi trén website chinh thitc, va thong béo tryc ti€p trong qua trinh
lién hé hodc twong tac. Phién ban mdi sé c6 hiéu lyc ngay tir ngay cong bo, va chung t6i khuyén khich
cac Ung vién kiém tra dinh ky dé cap nhat céc thay déi lién quan dén viéc xi 1y dif liéu ctia minh.

This Notice may be amended in response to changes in legislation, technology developments, or
business operations adjustments to ensure compliance and alignment with personal data protection
requirements. When any amendments occur, we commit to notifying Candidates promptly via email,
posting the new version on our official website, and providing direct notifications during
communication or interactions. The new version will take effect from the publication date, and we
encourage Candidates to check periodically for updates regarding the handling of their data.

8. XAC NHAN PA POC VA PONG Y/ ACKNOWLEDGMENT AND CONSENT

8.1. Cach Thitc Pong Y / Consent Mechanism

Ung vién c6 thé dong ¥ mdt cach rd rang théng qua viéc tich chon hop xac nhan trén nén tang tuyén
dung, ky biéu mau hodc xac nhan qua email. Ngoai ra, viéc tiép tuc tham gia quy trinh tuyén dung sau
khi da dugc thong bao vé Chinh sach Bao mat nay sé dugc coi la dong y ngam dinh doi véi viéc xw ly
cac dit liéu ca nhan co ban can thiét.

Candidates may provide explicit consent by checking an acknowledgment box on the recruitment
platform, signing a form, or confirming via email. Alternatively, continued participation in the
recruitment process dfter being notified of this Privacy Notice will be considered implied consent for
the processing of necessary basic personal data.

8.2. Xac Nhan Cua Ung vién / Candidate's Acknowledgments

Bing viéc dong y, Ung vién xac nhan: da doc, hiéu va chdp thuan toan bo Chinh sach ndy; déng ¥ cho
Cong ty xt ly dir liéu ca nhan cho muc dich tuyén dung; hiéu rang viéc cung cap thong tin la tw
nguyén nhung can thiét; cam két cung cap thong tin chinh xac; da nhan dugc sy dong y tir bén thi ba
tredc khi cung cap dir liéu cta ho; va hiéu ré vé quyén cling nhw hé qua cta viéc rut lai sy dong y.

By consenting, the Candidate acknowledges having read, understood, and agreed to this entire Notice;
consents to the Company processing personal data for recruitment purposes; understands that
providing information is voluntary but necessary; commits to providing accurate information; has
obtained consent from third parties before providing their data; and is fully aware of the right and
consequences of withdrawing consent.
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